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Executive Summary 

 
The California Center for Innovative Transportation (CCIT), with sponsorship from the 
California Department of Transportation (Caltrans), identified the Caltrans security needs 
and viable security technologies and best practices to mitigate the potential security risk.  
 
The project team created a server for hosting the security forum and security research reports. 
The access to the server is controlled by a two-level access control for general security 
documents and security forum respectively. We synthesized some lengthy security reports 
and posted them to the server. We also presented the project overview, security server and 
forums to Caltrans, western state Department of Transportation (DOTs), nationwide state 
DOTs via web-based broadcast (webinar) and at Intelligent Transportation System (ITS) 
World Congress 2008. 
 
Since the objective of this project is to help Caltrans employees keep abreast of the latest 
security technologies and best practices, the final project report is designed to present 
information on the assessed security technologies and best practices as much and detail as 
possible. Much information on the security technologies and best practices presented in this 
final report are copied from vendors’ websites, white papers and presentations with some 
editing for clarification. 
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1. Introduction 

As a part of Task Order (T.O.) 1007, CCIT identified and assessed the viability of the latest 
transportation security technologies and best practices, created a server to host the security 
reports and security forum, and presented it to state DOTs, U.S. DOT, Department of 
Homeland Security and transportation security related providers. This report is intended to 
assist those responsible for properly maintaining and securing transportation infrastructures 
and facilities for the transportation agencies. This section describes the reason why this 
project is undertaken, the scope of the project, the methodology & tasks to accomplish the 
project objectives, the discussion and conclusion. Due to the limited resources, it was 
infeasible to acquire and test these security technologies to validate security vendors’ claim. 
However, based on the project manager’s years of experience in security related design and 
assessment, it is very likely that the collected information is valid, therefore merits further 
evaluation. 

 

1.1 Background  

With the world’s focus on terrorism, homeland security has undergone dramatic changes in 
the last few years.  New technologies and strategies are continually being developed and 
updated.  While Caltrans has been considered a leader in addressing homeland security 
issues, both the dynamic nature of ongoing threats and the influx of new technologies and 
strategies under development require that we keep abreast of these advances.  Staying up-to-
date with the latest technologies and best practices is paramount to protecting the State’s 
infrastructure, its economy, and its traveling public citizens. It is vital that we improve 
Caltrans' preparedness and response to terrorist attacks and find viable solutions that are less 
labor intensive and cost effective. 

The California Center for Innovative Transportation (CCIT), with sponsorship from the 
California Department of Transportation (Caltrans), identified and assessed viable and latest 
transportation security technologies and best practices, created a server to host the 
information on these technologies and best practices, designed and implemented a forum for 
the security officers to share their security knowledge and to refine the best practices to 
improve the security posture of the transportation infrastructure and facilities. We also 
synthesized lengthy articles on transportation security and posted them to the server. 
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security technologies and best practices.  Section 6.1 lists all the references of data sources 
and website URLs referenced in the Section 6.. 
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3. Project Tasks 

The project tasks consisted (1) survey of the latest security technologies and best practices; 
(2) conducting seminars on the technologies and practices; (3) setting up server for hosting 
security reports and for hosting security forum; (4) technology evaluation on transportation 
security technologies and best practices; and risk assessment and gap analysis. Due to 
security concern and the fact that California Highway Patrol (CHP) had already performed 
risk assessment, the project team decided that the tasks of risk assessment and gap analysis 
should be excluded. 

The performed project tasks are as follows: 

3.1 Survey Security Technologies and Practices 

We performed literature search on the web and libraries, contacted security related vendors 
research institutes, government agencies, and attended security related conferences. The 
outcome is comprehensive reports on technologies and best practices for improving 
transportation security. 

3.2 Conduct Seminar on Transportation Security 

We conducted several classroom seminars to key Caltrans stakeholders, SCOTS members 
and U.S. state DOTs. We also presented the project and security server at proper security 
conference and ITS World Congress 2008 in New York City, NY. 

3.3 Set up and Maintain Forums 

We created a computer server and populated it with security reports we collected and/or 
synthesized. We also created an extensive security forum for various chat rooms on various 
categories such as infrastructure protection, emergency response, HAZMAT security,  cyber 
security, rail security, and physical and cyber security converge. 

3.4 Evaluate Viable Transportation Security Technologies 

We identified the security publications, reports, white papers and offerings from security 
vendors, and selected those technologies and practices potential useful to transportation 
agencies to improve the security posture. Due to lack of resources, it was infeasible to 
acquire and test the security technologies or best practices. We did high-level evaluation of 
the technologies based on vendors’ publication, industry trend, and project team’s experience 
on security works and exposure. The collection of the information on latest security 
technologies and best practices will pave the way for future follow-up security project to 
acquire and validate the vendors claim. 
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4. Discussion 

We created a server to host the reports and information on transportation security 
technologies and best practices. We also created and populated security forums for 
transportation security officers to share knowledge and experience on security technologies 
and to refine the best practices to improve transportation agencies’ security. We launched 
activities aimed to create a multi-agency partnership to enable and promote the transportation 
security. 

In the late project stage, project team believed that the security server hosting the security 
articles and reports and the security forum would be very beneficial to all the U.S. state and 
federal transportation agencies, Department of Homeland Security, security research 
institutes, and private security solution providers.  Due to the security concern of major 
Caltrans stakeholder, the project team didn’t perform tasks to identify Caltrans critical assets 
and assess asset vulnerability and to formulate strategy to mitigate Caltrans security risks. 
However, we identified various potentially useful cyber and physical security technologies 
and best practices and populated the security server and forums for helping transportation 
agencies strengthen agencies’ security. 

Security officers of transportation agencies are facing daunting tasks. There are wide scope 
of transportation security technologies and policies potentially needed to improve 
transportation agencies’ security posture. These technologies includes, and not limited to 
those needed for government compliance, vulnerability assessment, penetration testing, 
network defense, intrusion detection and prevention, end-point and data security, mobile 
security, physical security, employee training on security awareness, security policies and 
procedures, business continuity, and emergency planning, response and recovery. 

Each one of security technologies and tools needed to be evaluated and assessed against the 
needs of each transportation agency. It takes enormous skill, time, and financial resources to 
validate security vendors’ claims. Making the security-improvement task even tougher is the 
fact that the security improvement may be an afterthought or back burners on the to-do list of 
transportation agencies especially when the budget available for agencies’ security 
improvement is decreasing. 

 

Transportation security includes security policies and procedure, vulnerability assessment, 
physical security; cyber security and physical-cyber security converge. The security areas 
include infrastructure protection, freight and commercial vehicle security, HAZMAT 
security, Rail security, emergency planning and response, data security technologies. 

The technologies for physical security includes physical obstacles such as door, alarm, lock, 
fence, lighting, security guards, surveillance camera, etc. Modern physical security system 
includes software for facility monitoring and video analytics. 
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6. Report on Transportation Security Technologies 

and Best Practices 

 

6.1 Overview 

This report describes the result of the research on the transportation security technologies and 
best practices. It is divided into thrusts: physical security; cyber Security; physical & cyber 
security convergence; emergency planning and response, public safety, etc. There are 
different security areas under each thrust. Each area may be divided into three sections: 
vulnerability; technologies; best practices. 

 
We surveyed and evaluated the latest transportation security technologies and best practices. 
Seminars on the findings were presented to key Caltrans stakeholders. A security website 
with forums was set up for information sharing on the security technologies and for 
refinement of the best practices among agencies and research institutions.  It was presented to 
Caltrans managers and to The Special Committee on Transportation Security (SCOTS) of 
The American Association of State Highway and Transportation Officials (ASSHTO).  
 
The website hosting the security technologies and best practices is secured with two-level 
protections: General protection and Forum protection. General protection layer protects the 
security resources such as Security framework, Vulnerability Assessment Methodology, 
Surface Transportation security, and synthesis on transportation security and best practices. 
Once a user enters the general protection area, the user can login to the forums to view or 
post the messages for sharing the transportation security technologies or refining the best 
practices. 
 

By agreement with the sponsor, CALTRANS, the tasks of vulnerability assessment, and risk 
mitigation were not performed. We, nevertheless, did assess available information on 
transportation vulnerabilities in general and what viable security technologies are available to 
mitigate them. 

  

To ensure that the homeland security server created under the scope of this project can be 
used to benefit all the federal and state transportation agencies, the project team members 
worked with Caltrans manager to formulate a multi-agency partnership with federal and state 
DOTs.  Given the unfavorable current state of U.S. economy, it was a challenge to enlist state 
DOTs to support the multi-agency partnership and to fund security server enhancement and 
content acquisition.  It is the hope of project team that follow-up project, if feasible, can built 
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upon the foundation of this project to formulate a lasting, win-win multi-agency, public-
private partnership. 

 

6.2 Physical and Cyber Security 
 
Physical security assessments include evaluations of security requirements, threats and 
vulnerabilities, policies and procedures, personnel response, mechanical and electronic 
security measures, access control, closed circuit television, alarm systems and other measures 
necessary to ensure deterrence, detection, assessment, response, and neutralization of 
potential adversaries. Vulnerabilities and associated risks are identified, and recommended 
countermeasures such as improvements to facilities, equipment, personnel, plans, and 
procedures are deployed, monitored and managed [1]. 
 
These assessments determine the state of security for client's facilities, systems, networks, 
and high value assets based on business requirements. A thorough assessment is performed to 
determine the operations vulnerabilities through review of current policy, procedure, staff 
interviews, and premise surveys. Ultimately, this assessment provides a risk management 
view of the operational environment's vulnerabilities. 
 

Cyber Security [2] includes the security for the information system, network, data, policy 
and procedure. Risk assessments combine knowledge of business objectives, information 
flow, safeguard requirements, network architecture, and operational policies and procedures. 
The result is an identification of critical assets, an understanding of the internal and external 
threats, and a prioritized set of cost-effective risk-mitigation measures. 

Security assessments are available at various levels of complexity; from high-level reviews 
of organizational policies and procedures to technical vulnerability assessments involving 
sophisticated tools and procedures to identify specific configuration and implementation 
weaknesses within the network infrastructure. 

Penetration tests determine the extent of a network's exposure to external or internal attack 
and assess the effectiveness of existing safeguards in providing the level of protection you 
desire. Using proven methodology to exploit discovered weaknesses can validate the 
effectiveness of network security measures. 

 

6.3 Transportation Security Framework 

The transportation security framework developed by the project teams is to grow and 
mutually enhanced transportation security knowledge base. In order to develop a 
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comprehensive effective security framework, there are several inter-related project tasks: 
Survey of Security Technologies and Best Practices and Develop Knowledge base; 
Transportation Security Forum; Vulnerability Assessment; Mitigation Plan & Program.  
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The relationship among these task areas is depicted in the following diagram 
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locations, their perceived value to the terrorist through the following two types of predicted 
attacks: (a) using freight transportation mode/ network as means of attack, and (b) using the 
freight itself as weapon. 

The key issues concerning the freight sector lie in gaining a thorough overview of its key 
components including the means of freight delivery, freight contents and the operational 
system that controls and regulates it. 

 
Fig 1. Supply Chain Network-The Challenges 

 

6.6.1.3.2 Freight Security Technologies 
 
Electronic Cargo Seals [5]  
 
After September 11, attention shifted to more robust seals with greater security capabilities. 
Used well, these tools may help reduce congestion at border inspection areas at the same time 
they increase confidence about security. Electronic seals must be part of a layered approach 
to security since they are not sufficient on their own. It is essential to precede the sealing 
process with business practices and tools that assure the integrity of the container loading and 
sealing process. In addition, it is helpful—especially for efficiency and productivity—if 
electronic seals are part of a harmonized and standard international process. From a 
productivity perspective, electronic seals should be viewed as part of a management visibility 
and control system, not simply as a security tool. 
 

Electronic seals tend to combine physical seals and RFID components. Most of the 
electronics include passive or active RFID technologies. 
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Passive seals are short range, low cost, and disposable. They have no inherent electric power, 
such as a battery. The RFID reader or interrogator provides energy when it illuminates or 
scans the seal. The passive seal uses the absorbed energy to reflect its information back to the 
reader. The lack of on-board power limits the functionality. For example, since passive seals 
cannot provide continuous power to measure the condition of the seal cable, they cannot 
detect and record tampering at the time of the event—they simply report whether they are 
intact or not when interrogated by a reader. 

Active seals are more sophisticated, have higher initial costs, and—until prices drop 
significantly—demand reuse. Active seals carry batteries and the power permits longer range 
and greater functionality. To extend the previous example, they can detect tampering when it 
occurs and add it to a time log of events. If equipped or interfaced with GPS, an active seal 
can also log the location. Further, some seals can provide live “mayday” tampering reports as 
the events happen, mostly within specially equipped terminals.  

Because of their low unit cost and operational simplicity, passive seals were generally the 
preferred solution for “pre-September 11” security requirements aimed against theft. The 
greater functionality of active seals enhances their appeal for “post-September 11” security 
against terrorist tampering. 
 
 
Security Sensors 

Shippers, carriers, and firms that support them have a history of using sensors to monitor the 
condition of cargoes, to support safe and efficient operations, and to enhance security, 
usually against theft. 

The best example for monitoring cargo condition is the temperature of refrigerated products. 
Some devices are self-contained recorders that move with the shipment and collect an audit 
trail of shipment temperatures for quality assurance and assigning liability. Other devices 
detect temperature threshold violations and trigger immediate message reports calling for 
field inspection or automatic restarting of the cooling or heating unit. Hazmat shippers use 
analogous devices to monitor tank pressure and vapor leakage. Automotive railcars are often 
equipped with impact-measuring devices including accelerometers, GPS receivers, and 
recording devices to build an audit trail of rail terminal humping impacts. The data report 
impacts above contract thresholds for quality control and assigning liability. 

Sensors tuned to operating efficiency and safety is common among motor carriers and 
railroads. While such data may be recorded on board for collection in a terminal, the growing 
trend is for live delivery of the data to dispatch centers via wide area communications. 

Until September 2001, most interest in security sensors focused on thwarting theft and 
contraband such as drugs and human smuggling. Intrusion detection devices included 
mechanical, light-sensitive, infrared motion detectors, and the development of electronic 
seals. Breakwire grids can detect forcible entry through ceilings and sidewalls as well as 
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doors. Early trailer tracking devices included door open/door closed sensors. Surround 
vehicle video systems permit drivers to survey their entire rig without leaving the cab. There 
were reports of a South African firm working on a device to monitor and repel unauthorized 
intrusion with automatic and repeated releases of pepper sprays directed towards the trailer 
door. 

Non-Intrusive Inspection (NII) devices and technologies are used to scan trailers, containers, 
and railcars with x-rays and gamma rays, such as the Vehicle and Cargo Inspection System 
(VACIS). The devices measure vehicle densities and variances to detect hidden 
compartments, voids, and cargo anomalies. There are also portable devices, some the size of 
pagers and cell phones, to “detect drugs, explosives and radiological material. These devices 
include particle and vapor detectors, personal radiation detectors, and isotope identifiers.” 
Airport security also uses sensors that are applicable to freight, including explosive detection 
scanners for baggage. 

 

Cargo and Vehicle Inspection [6] 
 
AS&E specializes in detection technologies that can uncover dangerous and elusive threats, 
including explosives, plastic and metal weapons, and radioactive devices, such as dirty 
bombs and nuclear WMD. AS&E systems also detect commonly smuggled goods, such as 
drugs and alcohol. These X-ray systems are deployed worldwide at ports and borders, and 
military and high-threat facilities.  
 
AS&E Cargo and Vehicle inspection systems are engineered to provide security personnel 
with an effective means of detection without disrupting the flow of commerce.  
 
AS&E uses the most advanced proprietary technologies in the industry to deliver X-ray 
inspection systems that can detect a multitude of threats and contraband, including:  
 
* Illegal Drugs  
* Illegal Immigrants  
* Plastic Weapons and Explosives, including car and truck bombs  
* Radioactive Threats, including nuclear devices and dirty bombs  
* Smuggled goods, such as alcohol, tobacco products, and other legal goods smuggled to 
evade duties (trade fraud)  
* Weapons or other inorganic threats, including metal weapons and shielding to conceal 
radioactive materials  
 
These systems can inspect cars, vans, and trucks, as well as palletized cargo, and air and sea 
cargo containers. The systems support a variety of configurations to give customers 
maximum flexibility, safety, and utility when implementing security solutions. 
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Wide Area Communication and Tracking [7] 

Wide area communications and tracking is an ideal platform on which to marry condition 
sensors, transaction confirmation tools, and geo-location information. Dramatic 
improvements in components, integration, and cost promises disruptive technologies that will 
change significantly today’s definition of both good business practices and good security. 

Satellite-based systems are preferable to cellular for coverage footprints and potential global 
applicability. Cellular-based systems are generally less expensive and may be more suitable 
for some domestic applications. 

The Global Positioning System (GPS) is the most common source of geo-location data, but 
other sources are available. For example, Qualcomm’s OmniTRACS can draw location data 
from a different satellite configuration and SkyBitz uses proprietary location technology. 
Within the U.S., the FCC’s Enhanced 911 regulations require cellular system operators to 
implement a capability to identify the location of most emergency calls—a capability that 
will be transferable to logistics applications. 

Potential sensors and transaction confirmation tools cover a wide array, tailorable to user 
needs. Examples include weapons of mass destruction sensors, RFID transponders for 
precision gate arrival confirmations, electronic seal integration, and asset management 
sensors such as empty/partial/full indicators. 

Electrical power is an important consideration for wide area platforms, a consideration that 
grows in importance as more sensors and capabilities are added to the communications 
platform. Power is rarely an issue for conveyances that generate their own electricity, such as 
tractors, ships, and aircraft. Power is a challenge for devices, such as chassis and trailer 
monitors that may be able to re-charge storage batteries when connected to power units. 
However, power is most vexing for devices with no access to external electricity, as would 
be the case for any device on standard (non-reefer) cargo containers. Battery failure troubled 
the Army’s early experiments with RFID tags on containers. Battery replacement in the field 
can be cumbersome and expensive. 

One approach to the power issue is to encourage more research into batteries. Another 
approach is elegant engineering to reduce significantly the drain on batteries. SkyBitz is an 
example of the latter, cutting by a factor of 30 the power needed by GPS units. However, 
elegant engineering of location determination power needs may be insufficient if gangs of 
mobile sensors also draw on the same batteries.  

Qualcomm OmniTRACS [8] 

Qualcomm dominates the market for mobile satellite two-way data communications and 
tracking systems for the transportation industry, especially trucking. In addition to location 
determination and communications, the system provides data from vehicle-mounted sensors, 
such as speed, fuel and engine operations. Available security services include an emergency 
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notification button—essentially a pre-set macro command that sends a digital location/“need 
help” message to the network center. Qualcomm also reports they can add features such as 
remote locking and unlocking of trailers; remote activating fuel/ignition cutoff switches; geo-
fencing (notice of passing set boundaries); providing out-of-route notices; and adding live 
connections to cargo-related sensors and electronic seals.  

Although primarily a productivity tool, OmniTRACS is already used for security purposes in 
several markets. The best known is for DoD munitions shipments in the U.S., all of which 
require near-constant monitoring with capabilities equivalent to OmniTRACS; the program is 
the Defense Transportation Tracking System (DTTS). 

SkyBitz Global Locating System [9] 

Eagle Eye, Inc., generally known as SkyBitz, is a small firm with proprietary technology that 
permits very low power satellite location determination. SkyBitz becomes more attractive as 
a security and productivity platform when other capabilities are added to location 
determination. For example, the firm teamed with WhereNet, a Real Time Locations Systems 
(RTLS) vendor that specializes in more precise monitoring within instrumented terminals 
and warehouses. 

PAR Chassis Tracking System Cargo*Mate [10] 
 
PAR Logistics Management Systems developed a monitoring system for container chassis. 
he Chassis Data Unit includes GPS, cellular communications with satellite options, and a 
suite of sensors. Versions are available that will run off a self-contained or tractor-
rechargeable battery. The sensor options offer information relevant to operations and security. 
They include covered/uncovered (container presence) and hooked/unhooked. PAR offers 
geo-fencing and is working on both RFID readers to identify unique (tagged) containers. 
Safety sensors, such as tire pressure and tread wear, are also options. 
 

SAIC Integrated Container Information System (ICIS) [11]  

SAIC ICIS combines gamma ray imaging with radiation scanning and Optical Character 
Recognition (OCR) technology to provide a comprehensive solution to enhance security and 
productivity at terminal gates, quays, railways and other checkpoint locations. SAIC provides 
cargo & vehicle inspection systems, radiation detection systems, portable x-ray inspection 
systems, and radiation measurement systems. 

 

6.6.1.4 HAZMAT Security 
 







  

44 

and informal relationships between individuals and agencies to acquire situational awareness 
during an event. A regional communication tool was not employed during the TTX. 
 
Some agencies do not have access to available communications systems that would provide 
regional situational awareness. TTX participants indicated that the high demands on the 
various transit and transportation systems and the close proximity of local jurisdictions 
highlighted the need for increased regional situational awareness. Most participants did not 
know if regional communication assets were available to their agency or how to request such 
resources. 
 
The TTX after-action report (AAR) offered three separate recommendations designed to 
build awareness of regional communications processes and technology tools: 
 
 First, formal communication and notification procedures between transportation and transit 
agencies should be included in the development and revision of agency emergency response 
plans. These should include criteria for determining what type of information needs to be 
disseminated, when and why it should be sent out, and what the path of notification should be. 
Formalizing these processes, coupled with improved communication between field operators 
and operations centers, will help ensure that regional officials have access to accurate and 
timely information during incident response operations. 
 
 Second, once formal processes are in place, improved data sharing can ensure the rapid 
dissemination of information among agencies. The AAR recommended that NCR 
transportation agencies remain involved in the ongoing development of a program that will 
allow for real-time data sharing between agencies and will be accessible in operations centers. 
Transportation emergency response officials can leverage the information sharing occurring 
during routine incidents and can apply this data when responding to critical events. 
 
Third, enhanced voice communication capabilities and interoperability can improve 
emergency response. The AAR recommended establishing a dedicated talk group on a 
regional 700/800 MHz radio system that can be identified for use by transportation officials 
during an emergency. This talk group should be programmed into console radios at 
operations centers as well as into portable radios with operators in the field. 
 
The AAR noted that if agencies do not have 700/800 MHz radios available to operators, 
procurement of a limited number of radios should be an agency priority. Regional 
transportation and transit agencies can improve communication procedures between regional 
agencies and increase awareness about available communications technology through such 
measures as formalizing notification processes, improving data sharing capabilities, and 
improving voice communication capabilities and interoperability. 
 

6.6.1.4.3 HAZMAT Truck Security System 
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The importance of protecting the US population from the security risks posed by HAZMAT 
transportation has long been recognized. With thousands of extreme HAZMAT shipments 
each day and the use of HAZMAT trucks by terrorists in Iraq and elsewhere, there is a strong 
need for enhanced HAZMAT security measures in the US. In response to this threat the 
HAZMAT Truck Security Pilot was initiated as a congressionally mandated pilot project led 
by the Transportation Security Agency (TSA) Highway and Motor Carrier Program Office. 
The project was to establish and evaluate a truck tracking center capability to allow TSA to 
“continually” track truck locations and HAZMAT load types in all 50 states and to monitor 
exception-based events. 

HAZMAT carriers are increasingly deploying GPS-based systems for tracking their fleets 
and supporting emergency reporting. However, these commercial systems currently operate 
in isolation. The HAZMAT Truck Security Pilot [14] was undertaken as a step towards 
automating the process and promoting collaboration between commercial industry and 
government entities. This section summarizes the results of this program. 
 

HAZMAT Truck Security System Requirements 

The four requirements of the HAZMAT Truck Security System are:  

1. Facilitate government and industry collaboration. 

2. Provide risk-based identification and analysis of threats. 

3. Leverage current business processes and technology. 

4. Include sufficient involvement from carriers, trucking vendors, first responders, and 
local/state agencies to evaluate the collaboration benefits. 

 

Overview Of The HAZMAT Truck Security System 

The HAZMAT Trucking Security system included three main components: 

1. The Universal Communications Interface (UCI). The UCI employed industry standard 
protocols to provide interconnectivity between the various carriers’ truck tracking systems 
and a central TSA HAZMAT security monitoring facility. 

2. The Truck Tracking Center (TTC). The TTC provided the operational capability for 
monitoring and managing HAZMAT security threats. It included a manned emergency 
operations facility and software components for securely receiving messages and displaying 
the relevant HAZMAT shipment data. 

3. The Risk-based Approach Component. The risk-based component provided a mechanism 
for highlighting high-risk events based on predetermined risk factors. 
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Together these components leverage existing HAZMAT carrier protocols and fleet tracking 
systems to provide an integrated HAZMAT security threat monitoring and response capability. 
The figure above presents an overview of the HTSS. 
 
Analysis of HAZMAT Traffic Routes Using The TFA/MR-EE 
Software  
 
One of the issues faced by the major North American railroads is the size of the databases 
that they need to analyze. There are millions of individual traffic data records, each with 
dozens of fields, in one year’s set of waybill data for a large railroad. Within the TFA system, 
the user is able to design and save sophisticated “extraction rules,” which are then used to 
examine and select traffic data (minimally origin, destination, and commodity type) to be 
used in the traffic analysis. Most rail carriers’ historical traffic data is derived from a waybill 
database or from car movement records (the individual trains a car moves on and the key 
locations the railcar passes through). In the case of the TFA, this data is stored in an Oracle 
database containing more than 3 years of waybill and compressed car movement/train data.  
The TFA extraction tools allow the user to select specific traffic data sets for a period of time 
and to further filter the selection by parameters such as origin, destination, via locations, car 
type, car owner, traffic type (by a standardized commodity code), and hazardous 
classification. The Extraction Filter rules is used to create pre-designed Extraction Filter 
Groups that can be applied to the same or different traffic data sets. 
 
In the Extraction Filter screen shown in the Figure below, the user has created a data 
extraction rule, comprised of specific traffic attribute values. In this case, a rule with the 
name “HAZMAT_490” was created and is shown in the top pane. This rule will be used to 
filter the traffic database for all records beginning with the Standard Transportation 
Commodity Code (STCC) of “490”. 
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The filter is shown in the bottom pane where the “490*” is circled in the 
Transportation_STCC “include” attribute field. Once one or more extraction rules have been 
created, the user can then create an Extraction Filter Group by grouping related rules. In our 
example, three individual extraction filters (HAZMAT_490, HAZMAT_491, and 
HAZMAT_492) have been grouped into a filter group named “HAZMAT.” 
 
 
Using TFA's Data Extraction Tool, the TFA user is able to use the Extraction Filter Group 
and processing specifications, such as a date range within the traffic database, to generate an 
actual extraction of the data from the selected traffic database. The ability to define and save 
different extraction sets in the Data Extraction module is very important, given the size of 
the complete traffic databases. 
It is this extraction capability that will be used to find all relevant HAZMAT traffic for a 
particular time period. By compressing the results, a set of O-D pairs can be developed for 
use in the overall HAZMAT route management process. 
 
 
Using the TFA to Create Flow Maps to Analyze Hazmat Shipments 
 
Once the data extraction has been created, the user is in a position to display and compare 
this data in a Flow Map. The Flow Map, or link density map, is a graphical representation of 
traffic volumes displayed on a network map. For a given set of traffic data (minimally origin, 
destination, volume by link, and commodity type) and a time period, the Flow Map tool is 
used to create a visual display of traffic volumes along their network paths from origin to 
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destination. The volumes represented on the graph are color coded by specific traffic groups 
within the traffic data set. 
 

Sample Flow of a Single Link 

 

 
The figure above displays a sample screen showing a single link of a Flow Map using traffic 
data filtered for HAZMAT_490, HAZMAT_491, and HAZMAT_492. The legend shows that 
the illustration represents total cars for the date period and it also includes information on the 
type of flow map displayed. 
 
The link volume labels show the direction of the traffic flow and the total number of railcars 
of the selected traffic, by direction. In the Figure, there are 764 railcars moving from 
LOCATION B northwest to LOCATION A, and 904 railcars moving in the other direction. 
The key shows that three user-defined groups of traffic categories, HAZMAT_490, 
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6.6.1.5 Emergency Response and Disaster Recovery 
 

The Emergency Response and Disaster Recovery are needed for enhancing the ability of the 
surface transportation system to respond to and recover from nature disasters, terrorist acts, 
and other catastrophic events. It improves access to the scene for response personnel and 
resources, provides better information about the transportation system in the vicinity of the 
disaster, supports resources coordination and sharing of current situation information, and 
provides more efficient, safer evacuation for the general public if needed. 

Pre-existing relationships among key personnel enabling the institutional coordination is the 
key to the success of emergency management. Broad inter-agency cooperative planning and 
response coordination is critical in all disaster scenarios, with transportation professionals at 
multiple public agencies and other stakeholders performing well-defined roles in the larger 
context of the multi-agency planning and response to the disaster. These same steps have 
widespread benefits for routine operations as well. 

Redundancy built into institutional and physical systems is an important factor in responding 
to the emergency and restoring the system. Redundant public wired line and wireless 
capacity is need to prevent service disruption and communication overload. 
 
Effective emergency planning and response requires a strategic perspective towards 
emergency management that weighs the significance of the emergency in terms of its impact 
on both the immediate local and national population and the local commercial infrastructure, 
as well as the regional economy, and the socio-political importance of responding effectively 
to disasters so that both local confidence and society’s overall security are strengthened. Here, 
the critical concept to grasp is the importance of refining skills, honing useful techniques and 
adopting best practices in incident command and disaster management to such a degree that 
public confidence is reinforced and community security is upheld. Excellence in response, 
crisis management and incident command are keys. 
 
 

6.6.1.5.1 Disaster Planning and Emergency Management 
 
Disaster planning and emergency management are related to public safety. They are 
considered as large-scale events which affect the safety of the general public caused by 
natural disasters, terrorist attacks and failure of infrastructure, etc. While the public safety 
systems manage the daily and small-scale incidents, disaster planning and emergency 
management systems manage events which happen once in a while and of larger scale. In this 
section, different elements of emergency management will be discussed, and then some 
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requirements from the municipal level up to the regional and national levels. NessCMS 
covers the full breadth of the crisis team, from governmental bodies, rescue crews and 
emergency service organizations to police, firefighters, ambulances and others. 
 
3. SkyPort Global Communications Signs with Cisco Systems to Provide Emergency 
Response Solution by Cisco 
 
SkyPort Global Communications has signed a contract with Cisco Systems Inc. to provide 
satellite connectivity for Cisco's Emergency Response Networks (ERN) service. Cisco's ERN 
service provides emergency voice, video, and Internet connectivity for first responders 
during disasters where terrestrial communication is unavailable or disrupted. Cisco maintains 
two mobile command and control centers on the east and west coasts of the United States that 
can be deployed to a disaster site on a moment's notice to become a command center for 
personnel managing the response to the disaster. Each of the ERN mobile command centers 
are equipped with the latest Cisco technology, including the company's high-definition video 
conferencing solution, Telepresence. In addition, each command center uses Cisco's IP 
Interoperability Collaboration System (IPICS) to provide radio interoperability for 
emergency first responders. The IPICS software, embedded in routers and other parts of the 
network, creates a single communications platform out of radio, IP, and non-IP networks, 
such as landlines and mobile emergency service radio technologies. 
 
 

6.6.1.5.2 Geographical for Emergency Management  
 
The following is the definition for geographic information system (GIS) from Wikipedia. 
 
“GIS …… is a system for capturing, storing, analyzing and managing data and associated 
attributes which are spatially referenced to the Earth. 
 
In the strictest sense, it is an information system capable of integrating, storing, editing, 
analyzing, sharing, and displaying geographically referenced information. In a more generic 
sense, GIS is a tool that allows users to create interactive queries (user created searches), 
analyze the spatial information, edit data, maps, and present the results of all these 
operations. …… 
 
Geographic information system technology can be used for scientific investigations, resource 
management, asset management, Environmental Impact Assessment, Urban planning, 
cartography, criminology, history, sales, marketing, and logistics.“ 
 
As one can see, the use of GIS is very broad, ranging from planning, management to 
marketing or even crime investigation. Amid the increasing attention of disaster and 
emergency management as an area of homeland security, the application of GIS on this area 
has been becoming more and more widespread. 
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Regional GIS address framework has strongly helped first responders with 911 call taking 
and dispatch in a daily basis since the shared maintenance of data ensured a better accuracy 
of data and saved many hours of work and efforts. A reverse-911 database was also 
developed and is very useful for public officials and emergency managers to inform people 
about geographical information. Finally GIS also improved decision making in regards to 
flood events that threatens the city of Sacramento. Thus thanks to GIS applications, impact 
areas data and critical facilities data, emergency planners can identify population at risk, 
evacuation areas and routes.  
 
 
 
 
. City of Chicago, Illinois 
 
In the City of Chicago, the Office of Emergency Management and Communications (OEMC) 
collaborates with first responders to provide an effective response to emergencies. The GIS 
unit is part of the Information and Technology and they have collaborated with the OEMC 
through the implementation of a tool that generates incident impact data (the Federal and 
Emergency Management Agency’s HAZUS tool). They have also developed the Alert 
Chicago Emergency toolkit (ACE) that can be used by first responders without specific 
training. Thus first responders can identify the area of impact and have access to spatial 
impact factors such as density or demographics. Finally the tool provides maps and the list of 
critical facilities near the impact such as hospitals or police stations. Moreover they can also 
track evacuation-routes road- blocks when needed. This collaboration between GIS and 
OEMC through this tool could improve the emergency response significantly. 
 
 
City and county of Denver, Colorado 
 
The Denver’s geographic information system (DenverGIS) provides the OEM, police, fire 
and first responders with data, maps with spatial layers such as population density, and 
statistical analysis in the case of an emergency. 
 
A specific tool has been developed to face the risk of storms: the ESRI ArcIMS software 
(Denver’s Storm Watch). This software is able to evaluate flood zones, monitor real time 
stream flows, and assess the risks to infrastructure and populations. The software therefore 
provides GIS maps that present the extent of the incident that could be analyzed to offer a 
better response to the public in affected areas. 
 
The great success of the integration of GIS systems in emergency management operations 
relied on the intergovernmental agreements for GIS data sharing between local state, federal 
entities and private partners. Moreover it seems critical to develop training exercises in order 
to provide an effective and coordinate emergency response. 
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City of Fort Worth, Texas 
 
Since 2002, the City of Worth’s emergency management community has integrated 
geospatial technology, in particular concerning the following components: response protocol, 
standardized maps, emergency planning, continuity in data gathering and data analysis and 
visualization. This collaboration has been proven to be effective in several real word 
response such as hurricane Katrina (maps showing shelter locations), Valley solvent and 
chemical fire (evacuation and shelter recommendations thanks to impact maps), Landmark 
tower implosion (modeling of an explosive dispersion plume) and hurricane Rita (a flooding 
model tracking the path of the hurricane). 
 
The success of the integration of GIS capabilities to emergency management community is 
based on the creation of a GIS workstation. Off-site computer would hamper the GIS 
effectiveness. Moreover it was critical to open a GIS Analyst position that would plan for all 
departments and coordinate the GIS response. Finally the City of Worth will be soon 
acquiring geographical data based on Planimetrics. This means that they will acquire 
geographical features based on recent aerial photography that will enhance the identification 
staging areas locations and will permit to delineate the roads between affected areas, shelters, 
decontamination areas and command centers. 
 
 
Miami-Dade County, Florida 
 
The Miami-Dade Office of Emergency Management (OEM) uses an ArcGIS application 
named Critical Facility Management. This application provides information concerning 
critical facilities around the incident location and maps in order to give a more effective 
emergency response. Moreover OEM also created a damage assessment application that 
prioritizes the locations where resources are needed and give a quick overview of the damage. 
This application is based on the participation of residents that enter online on the OEM’s web 
the level of damage their houses suffered after a hurricane, flood or tornado. 
 
The emergency management capabilities have increased thanks to a mutual support between 
GIS and OEM. A full time GIS administrator works in the OEM; he creates maps, provides 
data and enhances system capabilities and applications. Emergency management staff uses 
GIS applications very frequently throughout the phases of emergency management.  
 
 
City of Seattle, Washington  
 
Seattle Public Utilities (SPU) that owns the enterprise GIS and Seattle Emergency 
Management (SEM) have been working in collaboration since they hired a GIS trained 
information Technology coordinator in 1995. This strong relationship has resulted in the 
integration of GIS in a daily basis into emergency management operations and has improved 
the emergency management capabilities of the city of Seattle. First of all it appeared 
necessary to create a full service dedicated to GIS within the Emergency Operation Center. 
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Moreover it was critical to enhance GIS skills of the emergency management staff, in the 
same way to make GIS staff aware of emergency management functions and to adopt new 
GIS technologies. Finally the collaboration between GIS staff and SEM led to the creation of 
a regional plan that predefines data layers non preexistent to a disruption. 
 
 
Summary 
 
The examples above presented by the Public Technology Institute underline the 
improvements that can be performed by integrating GIS into emergency management. The 
key points that seem to be recurrent are the use of GIS applications on a daily basis, a 
regional cooperation among entities at different levels to establish a shared maintenance of 
GIS data, the use of recently developed GIS software and applications and the presence of an 
entity or a person (such as the GIS analyst position in the city of Worth) who coordinates 
GIS between different entities. Thus these points combined together could enhance the 
emergency response to an incident. 
 
 
 
 
 

6.6.1.5.3 What can transportation agencies handle public health emergencies 
 
This report from the Bureau of Justice Assistance presents the role of law enforcement in 
public health emergencies as in case of public emergencies they have a crucial role to play. 
Some of the recommendations presented in this report could apply to transportation agencies 
in case of public health emergencies, as transportation facilities are potential assets for a 
release of infectious agent since they represent accessible facilities and they can propagate 
the infection very quickly and easily.  

 
All hazard Approach 
 
It is necessary to keep an all-hazard approach in order that practices and methods apply to all 
types of public health hazards that could be intentional such as a terrorist attack or 
unintentional. 
 
Continuity of Operations 
 
Moreover for transportation agencies as well as for law enforcement it is critical to maintain 
the continuity of operations in order to provide the essential functions of the agencies.  In the 
aftermath of a public health emergency that occurs in a transportation facility it is likely that 
the number of employees available will be reduced. The employees directly exposed to the 
infectious agent would be unavailable and they should be put in quarantine. However some 
employees in quarantine should consider working at home if there are some tasks for the 



  

59 

primary response that could be performed from home through the phone or Internet. 
Moreover employees who used to perform some functions that are not so essential during a 
disruption should perform primary response tasks and assist the core functions of the 
agencies 
 
Protection Employees from Epidemic Disease 
 
Another critical issue that was presented for law enforcement that could be applied for 
transportation agencies concerns the protection of employees from disease. To be prepared to 
a disruptive event such as a biological or chemical infection, transportation agencies should 
provide education about infectious disease biology, the modes of transmission and the routes 
of exposure. If a transportation facility suffers a bio chemical terrorist attack, transportation 
employees will certainly have to deal with the crowds, work with health workers that would 
be highly exposed to infected people. Thus it is important to encourage employees to be fully 
immunised in the case of an infection for which a vaccine exists, or it could also be 
conceivable to mandate inoculation against specific disease to transportation employees. 
Furthermore transportation agencies should provide Personal Protective Equipment (PPE) to 
employees during the emergency response in particular. There are three classes of PPE which 
are hand sanitation using antibacterial wipes and sanitizing gels, protection against blood and 
body fluids with gloves, gowns and masks or respiratory protection for an infectious agent 
that propagates by the respiratory ways. Moreover we can assume that employees will not 
report to work if they do not know if their families are safe and healthy. One solution that is 
proposed is to offer also to family members, roommates or persons sharing the intimacy of 
employee vaccines as well. Finally the issue of paid sick leave for employees who are sick is 
problematic. Someone sick and infected should not be allowed to work but the paid sick 
leave is very limited. Thus this raises the issue of creating special leave policies for these 
emergencies.  
 
 
Protecting the Community 
 
The factors that could improve the response of emergency responders such as health workers, 
law enforcement employees, or transportation agencies’ employees are the cooperation and 
coordination between agencies. Elaborating a cross training between responders should be 
enhancing the performance of the response after a disruptive event such as a bio chemical 
terrorist attack. 
 
 
Summary 
 
This report provides some recommendations useful for the improvement of transportation 
agencies’ response to a public health emergency. Having an all hazard approach, maintaining 
the essential functions of the agencies and the collaboration between agencies, and 
considering issues related with the safety of the employees and the community will certainly 
enhance the performance of the emergency response. 
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6.6.1.5.4 Technologies for Emergency Response and Disaster Recovery 
 
For Preparedness 
 
Preparedness stages focus on identifying the critical services of the transportation agencies 
and the critical assets, which support these services. It also focuses on assessing the security 
postures of these assets and assessing the threats and the resultant vulnerabilities. Based on 
the information collected, an emergency response plan can be formulated. The emergency 
plan should include emergency scenarios and contingency plan options. Most importantly, 
the emergency plans should be formulated cooperatively among regional agencies and first 
responders, and be validated via disaster simulation. 
 
 
Workplace Emergency Preparedness Guidelines 
 
Workplace Emergency Preparedness Guidelines [15] is a tool for Federal emergency planners, 
managers and employees to capture effective practices and lessons learned by departments 
and agencies 
 
 
The Emergency Preparedness Resource Inventory (EPRI) 
 
EPRI [16] is a tool allowing local or regional planners to assemble an inventory of critical 
resources that would be useful in responding to a bioterrorist attack. In addition to a Web-
based software tool, EPRI includes an Implementation Report, a Technical Manual, and an 
Appendix. 
 
 
Argonne National Laboratory 
 
Argonne National Laboratory’s Emergency Preparedness Group [17] has advanced the state-
of-the-art in emergency preparedness and response by developing innovative concepts, 
methodologies, and software applications to enhance federal, state, local, and tribal 
emergency preparedness policy, preparedness, response, disaster exercising, and training. 
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For Response 

Once an emergency or disaster occurs, the ability to respond efficiently and effectively is 
extremely important. The Response part of an Emergency Response plan relates to activities 
that address the immediate and short-term effects of the disaster or emergency. This portion 
of the plan should answer the question of what must the agency do to ensure that they 
respond quickly and efficiently to a disaster or emergency that threatens the well being of the 
agency's operations. 

Who is a First Responder? The Department of Homeland Security uses the following 
definition, taken from Homeland Security Presidential Directive 8, Preparedness: "Those 
individuals who in the early stages of an incident are responsible for the protection and 
preservation of life, property, evidence, and the environment, including emergency response 
providers as defined in section 2 of the Homeland Security Act of 2002 (6 U.S.C. 11), as well 
as emergency management, public health, clinical care, public works, and other skilled 
support personnel (such as equipment operators) that provide immediate support services 
during prevention, response, and recovery operations." 

FHWA Operation [18] provides information on the role of transportation during emergency 
response, evacuation, first response treatment and resource guide, and how the Intelligent 
Transportation System can be used in responding emergency. 
 
 
Issues - Non-interoperable communication systems 
 

The interoperability between public safety agencies is related to the ability of agencies to 
work together using radio wireless communications systems to share information (voice 
and data) when it is crucial. Nowadays, there is a critical lack of interoperability between 
the first responders during an emergency.  This report presents why the interoperability 
between public safety agencies is not efficient nowadays and how it could be improved. 
 
Limiting factors 
 
Incompatible and aging communications equipment 
 
The equipment used in many jurisdictions is very old which incurs high maintenance 
costs and low reliability. Moreover with different equipment and different frequencies 
used, agencies from different jurisdictions cannot work together as they cannot 
communicate. Finally even at the same frequency some new digital systems prevent the 
exchange of information. Thus it is critical to implement a state wide communication 
plan that would lead to a possible communication between different agencies. 
 
Limited and fragmented funding 
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Nowadays the resources for funding are small in comparison to the demand of agencies. 
Moreover until now most of public safety agencies had used funding to develop radio 
communication systems responding to their own needs with no consideration of 
interoperability. It is thus necessary to secure funding for initiative including 
interoperability in their goals. However the way that funding is managed on an agency-
by-agency, jurisdiction-by-jurisdiction basis is an obstacle to this strategic funding. To 
improve the allocation of funding, states are developing processes that integrate state and 
federal funding streams. Thus for instance, the Kentucky Wireless Interoperability 
Executive Committee (KWIEC) reviews all federal and state funding related to 
communications equipments, and they coordinate the funding among jurisdictions and 
agencies in order to increase the interoperability among agencies. 
 
Limited and fragmented planning 
 
There is a lack of coordination concerning the distribution of the funding streams made 
available to buy or update radio communication equipment, which leads to an investment 
on equipment, which is not interoperable. Therefore there is a need for a strategic 
planning for all the interoperability efforts and funding distribution. For instance in 
Virginia the solution that has been adopted is the creation of one focal point that 
coordinates all the interoperability planning efforts in the state. 
 
Lack of coordination and cooperation 
 
There is a need for a coordinating body among public safety agencies. However the 
agencies do not totally agree in ceding the management and control of their 
communication system to another entity because of disparate agency missions and 
jurisdictional responsibilities. Thus as interoperability requires that agency share the 
same management, control, policies and procedures it is necessary to establish trust and 
buy-in among agencies. For instance in Washington, a State Interoperability Executive 
Committee (SIEC) gathers members from state, local, federal agencies for decision 
related to Interoperability. 
 
Limited and fragmented radio spectrum 
 
The band spectrum is a finite resource. The Federal Communication Commission (FCC) 
had allocated certain frequencies to public safety. Nowadays since the FCC has recently 
added some spectrum to public agencies, 10 bands are allocated to public safety. 
However those are scattered and insufficient to respond to the increased need of band 
spectrum of new devices. Since new devices can operate in higher frequencies, FCC has 
provided the 700-MHz radio spectrum to public safety but it is right now blocked by 
television broadcast operations. Broadcasters are supposed to migrate from analogue 
service to digital service by 2009 liberating the space for public safety. 
 
 
Strategies for achieving interoperability: the Role of the Governor 
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Governors are leaders that can support the needs for investment and coordination at the 
federal, state and local levels in order to achieve interoperability. It could be necessary to 
create an all-inclusive executive committee to define priorities and develop a strategic 
funding allocation. The report presents the following strategies in order to achieve 
interoperability. 
 
Create a governance structure that fosters collaborative planning among local, state 
and federal government agencies 

 
The institution of a governance structure will permit to strengthen relationships among 
stakeholders. Moreover the governance structure could explore innovative technologies 
and funding resources to achieve interoperability between first responders. Finally, the 
governance structure should develop a statewide plan fulfilling local needs and ensuring 
adequate use of funding. Indeed, a local representation in the governance structure is 
necessary. 

 
Development of flexible and open architecture and standards 

 
To increase the flexibility and ease in linking different systems, it is necessary that 
communication systems be designed on open architecture and universal standards. Thus 
an association of public safety agencies and private sector companies (APCO) developed 
a digital standard for wireless communications called “Project 25” that improves the 
interoperability between agencies and increase the radio spectrum efficiency. Moreover 
the Department of Homeland Security published a Statement of Requirements (SOR) 
defining the future requirements for voice and data communications related to task force 
or mutual aid operations. Then states should hire vendors that implement equipment with 
those requirements, which will achieve interoperability between agencies. 

 
Support funding for public safety agencies that work for interoperability and no 
funding to those who don’t 

 
The use of funding has to be optimized. Spending funding efficiently and effectively is 
possible through the coordination of state wide and regional plans that will ensure in 
particular a share funding for common infrastructure and equipment.  

 
 

Support efforts of the public safety community to work with the federal 
communications commission (FCC) to allocate amble spectrum for public safety and 
create contiguous bands for public safety spectrum 
 
 
The FCC and public safety community are working together to give continuous bands to 
public safety spectrum. Moreover the FCC also established the Public Safety National 
Coordination Committee (NCC) that provides help on technical and operational standards. 
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Summary 
 
The governor has an important role to play in order to overcome the limitations that 
exists nowadays in the collaboration between agencies. Thus the governor thanks to its 
leadership should be able to implement state wide and regional plans in order to improve 
the interoperability between agencies. 

 
 

6.6.1.6 Rail Security 

The general area of Rail security includes monitoring and securing trains, rail cars, fixed 
assets (track, wayside equipment and highway-rail intersections) and personnel. Rail security 
focuses on freight rail. It also addresses the interface between rail entities and highway 
entities. These are the interfaces relating to highway rail intersections and the interfaces from 
rail operations to traffic and emergency management functions. 

Rail Security is commonly separated into two parts: passenger rail and freight rail. Each type 
has its own security concerns.  

Passenger rail is vulnerable because they are most often located in densely populated cities 
with numerous stops, allowing for easy movement and escape. In addition, the nature of mass 
transportation relies on accessibility and quick service, both of which would be harmed by 
airport-like security measures.  

Freight rail, although often not traveling through dense urban areas, transports approximately 
half of the US's hazardous waste materials. As prior accidents have shown, these materials 
can cause great damage. The nature of freight rail would also prevent airport-like security to 
be imposed. As a commercial entity, freight rail must compete with trucks and air in order to 
effectively serve as transporters of goods. Airport security would increase rail's costs to 
prohibitively high levels. Although somewhat separate, the concerns for both are linked 
because both types of transport often utilize the same rail lines. In addition, freight rail does 
pass through densely populated areas from time to time and could be used to attack a city. 

 
 

6.6.1.6.1 Rail Security Technologies 
 
Explosive Detection System 
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Recent terrorist strikes on public transportation in Moscow, Madrid, and London have 
underscored the urgent need for increased security.  

GE Security and Cubic have joined forces to create an integrated explosives detection system 
that will offer transit authorities a potential first line of defense for helping to identify 
passengers who may have been in contact with explosives before they board a train. 

The Cubic/GE system is designed to include features that are important to operators such as 
low maintenance costs and no slow down of passenger flow. The system integrates GE’s 
advanced digital imaging, data fusion and communication systems into the automatic fare 
collection (AFC) equipment commonly used in today’s public transit systems. 

A simple touch process of the vendor’s start button initiates a normal AFC transaction and a 
simultaneous explosives detection analysis. The explosives analysis occurs during the 
vending operation adding no additional time to the transaction. 

In the detection process, the start button is analyzed for explosives compounds. If an 
explosive is detected, the system activates further capabilities to alert security or law 
enforcement authorities of the potential threat and aid in the identification of the passenger 
for further screening. 

The automatic alert includes a photo of the person and the exact location of the gate the 
person is attempting to access so appropriate action can be taken. At the same time the 
system sends similar information to the backend monitoring system or local monitoring 
equipment. The data and images can also be transmitted to PDAs commonly carried by 
transit security staff. 
Data can also be transmitted to the fare gate via real-time communications or by the 
passenger’s encoded ticket/card. Using this data, transit agencies can elect to deny entrance 
to the “paid area” or allow the patron to proceed while security or law enforcement personnel 
are deployed. 
 
Grade Crossing Security 
 
An important number of accidents occur in the crossing of a railroad and major road. It is 
critical to develop a surveillance system that could reduce the risk of accident. Several 
studies have been performed concerning railroad intersection as well as road intersections 
and are presented here. 
 
Visual Monitoring of Railroad Grade Crossing [19] 
A study concerning the visual monitoring of railroad Grade Crossing was conducted in the 
University of Central Florida and presents a low cost solution to reduce accidents at grade 
crossings. The report presents a real time computer vision system for the monitoring of the 
movement of bicycles, pedestrians, vehicles or animals near a grade crossing. The images 
captured by the camera video are processed to detect any unusual events (that could be a 
pedestrian on the intersection whereas the train is approaching) which triggers an immediate 
alert and then reduce the risk of accident. 
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A Video Sensor Application for Rail Crossing Safety from Nestor Traffic Systems [20] 
The High Speed Rail (HSR) Innovations Deserving Exploratory Analysis (IDEA) project 
was aimed to develop video for real time detection of the presence of vehicles and trains at 
grade crossings as well. The applications for these video cameras besides safety applications 
such as collision avoidance include also detecting enforcement of crossing laws or 
obstructions in the intersection. Nestor Traffic Systems developed and tested the software 
CrossingGuard®. This product is available and then could be used to improve the safety at 
grade crossings. 
 
A Portable Highway-Railroad Grade Crossing Surveillance System [21] 
The University of Florida, Transportation Research Center for the Florida Department of 
Transportation, developed this project. The purpose of this project is to develop a simple 
video surveillance system for railroad crossing. The report of the project on the above link 
describes the components of the surveillance system and how to set it up. This surveillance 
system was set up for a study of traffic and train operation. However there are some elements 
that can be relevant for a transportation agency that wishes to use surveillance video to 
reduce the accidents at a railroad crossing. 
 
The Intersection Collision Warning System (ICWS) [22] 
The Intersection Collision Warning System (ICWS) project was funded by the Federal 
Highway Administration and conducted by Raytheon Systems Company of Falls Church, 
Virginia. The purpose of the project is to make drivers aware of the situation in the 
intersection.  Thus drivers approaching an intersection would be warned when another car is 
a car entering the intersection. This will be possible thanks to sensors embedded in the 
pavement that detect if there are vehicles waiting at an intersection or the speed of vehicle 
approaching. A computer controller at the intersection gathers all the information from the 
sensors and triggers the warnings. This could also be applied once it will be commercialized 
to railroad crossing by warning earlier vehicles or pedestrian at a grade crossing when a train 
is arriving. 
 
 

6.6.1.6.2 Rail Security Best Practices 
 
Rail security can be improved by improving the following security areas [23]: 

1. Repairing gaps in fencing to provide more control around the perimeter of rail 
facilities. 

2. Improving lighting, both to deter terrorists and to improve facility observation. 
3. Installing blast resistant trash containers to reduce the utility of placing bombs in 

trash containers while ensuring that passengers had a place to dispose of trash (and 
that bombers would be less able to hide explosives among accumulated trash). 

4. Installing close-circuit television to provide stationmasters and security personnel 
with better visibility throughout the facilities. 
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but they often have a hard time understanding how narrowly or broadly these security 
requirements should be interpreted. This is where frameworks like COBIT [33] and ISO 
17799 [34] can help.  

Control and governance frameworks like COBIT and ISO 17799 can help organizations in 
three ways: understanding the dimensions of security and governance requirements, 
illustrating the many options there are to meet requirements and structuring an ongoing 
compliance program.  

It is easy to think of the security aspects of compliance as being one in the same with the 
mechanisms that help you to achieve your security goals. For example, even security 
professionals often think only of their firewalls, authentication and authorization mechanisms 
when considering how their information is protected.  

However, a more productive way of viewing security is by considering first what you are 
trying to secure and why. Frameworks require organizations to complete a risk assessment 
and to identify the information and assets that need to be protected before deciding how to 
protect it.  

When considering risks associated with a compliance activity like SOX, a risk assessment 
[35] will force an organization to look at the information and processes that may have an 
effect on the accuracy, transparency and accountability associated with the company's 
financial statements. The identification and risk assessment process allows the organization 
to define the scope of the compliance activities and what risks need to be mitigated. 

Frameworks also highlight that security is more than the controls surrounding the systems 
and applications. The full scope of security includes how you are organized -- the human 
checks and balances in developing, maintaining, provisioning and auditing the business 
processes that are in your compliance scope. This includes not only internal activities, but 
also outside ones like service providers.  

The broad range of mechanisms  

Frameworks also help to identify the many options that organizations can use to mitigate risk. 
While technologists tend to lean toward technical solutions, the ISO and COBIT standards 
emphasize the need for policies and procedures and correctly structured business processes to 
deal with risk.  

For example, there are times when the most effective mechanism for ensuring that only 
appropriate users have access to a company's financial information is to involve the right 
people in approval and certification of access controls. Sometimes companies can avoid the 
need for security mechanisms altogether by setting policies stating that sensitive information 
should only be stored in certain environments or transmitted in particular ways. This kind of 
control can greatly simplify the compliance task.  
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it is determined that there may be some probability of them causing risk to life and/or 
property or to the environment.  New highways and rail lines mean more potential for 
hazardous materials accidents, for example.  These are the probable threats.  There may be 
some talk of possible threats and some of them may be addressed in the plan, as well. 

6.6.1.14.1 Technologies and Tools 
 
This section describes some of the current technologies or tools that are useful for all-hazard 
emergency management. Technologies for hazards in general and those for particular hazards 
are included. 
 
 
Equipment Design with High Velocity Human Factors 
 
High Velocity Human Factors (HVHF) [36] takes the concept of Human Factors Sciences to a 
new level. Instead of focusing the majority of its research on equilibrium situations, High 
Velocity Human Factors focuses its research on the human reaction in non-equilibrium 
situations. Its goal is to maximize the performance of individuals in high stress situations 
such as those often experienced by public safety users - unpredictable situations that involve 
high stakes, physical danger and incomplete information. 
 
Motorola has integrated human response factors into the design of its public safety 
communications equipment for more than 25 years. For instance, Motorola was the first to 
locate the emergency button on its radios at the bottom of the antenna, making it easy for a 
police officer to find it, feel it, without even looking down in an emergency. Other key 
design features include an angled knob that is easier to operate with a gloved hand and the 
angled “bump” on the side of the radio for easier grip. 
 
Motorola also ensures that the buttons controlling the most critical functions are highly 
accessible for public safety users. Volume, push-to-talk and channel controls are the three 
most important features of a radio. They will never be demoted to a user tree. This means 
that under high stress situations, individuals don’t even have to think about how to access 
them. In essence, people obtain information in a way in which they can process it. 
 
Motorola’s work in this area has resulted in one other key benefit for its customers: a 
reduction in user training costs. For instance, when Motorola set out to design Mission 
Critical radios for the European market, Motorola talked with a key customer to identify 
what the biggest potential obstacle was regarding the migration to the radios, which were 
“Training”. With most new communications systems, this customer had to dedicate as many 
as two days to train his force on new equipment. With 35,000 on the force, that meant as 
many as 70,000 days of lost productivity. In contrast, the Mission Critical radios designed by 
Motorola tested very high on the usability scale, reducing the need for extensive training. 
 
 
FEMA Software for Estimating Losses 
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The Hazards U.S. Multi-Hazard (HAZUS-MH) is a nationally applicable standardized 
methodology and software program that estimates potential losses from earthquakes, 
hurricane winds, and floods [37]. HAZUS-MH was developed by the Federal Emergency 
Management Agency (FEMA) under contract with the National Institute of Building 
Sciences (NIBS). 
 
HAZUS-MH uses state-of-the-art Geographic Information Systems (GIS) software to map 
and display hazard data and the results of damage and economic loss estimates for buildings 
and infrastructure. It also allows users to estimate the impacts of earthquakes, hurricane 
winds, and floods on populations. 
 
Estimating losses is essential to decision-making at all levels of government, providing a 
basis for developing mitigation plans and policies, emergency preparedness, and response 
and recovery planning. 
 
HAZUS-MH estimates losses through three models: Earthquake, Hurricane Wind, and Flood. 
Additionally, HAZUS-MH can perform multi-hazard analysis by providing access to the 
average annualized loss and probabilistic results from the hurricane wind, flood, and 
earthquake models and combining them to provide integrated multi-hazard reports and 
graphs. HAZUS-MH also contains a third-party model integration capability that provides 
access and operational capability to a wide range of natural, man-made, and technological 
hazard models (nuclear and conventional blast, radiological, chemical, and biological) that 
will supplement the natural hazard loss estimation capability (hurricane wind, flood, and 
earthquake) in HAZUS-MH. 
 
A unique feature of HAZUS-MH is the national inventory that comes with the model. 
Inventory data includes 1) Essential Facilities: police, fire, emergency operations facilities, 
schools, medical facilities; 2) Lifelines: utilities and transportation; 3) General Building 
Stock: residential, commercial, and industrial (aggregated by square footage); and 4) 
Demographic Data, which can be aggregated by age, income, sex, households and other 
attributes that have a direct bearing on vulnerability to disasters. 
 
 
NOAA Storm Prediction Center 
 
The Storm Prediction Center (SPC) [38] is part of the National Weather Service (NWS) and 
the National Centers for Environmental Prediction (NCEP). The Center’s mission is to 
provide timely and accurate forecasts and watches for severe thunderstorms and tornadoes 
over the contiguous United States. The SPC also monitors heavy rain, heavy snow, and fire 
weather events across the U.S. and issues specific products for those hazards. The most 
advanced technology and scientific methods available are used to achieve this goal. 
 
The SPC uses its suite of products to relay forecasts of organized severe weather as much as 
three days ahead of time, and continually refines the forecast up until the event has concluded. 
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All products issued by the Storm Prediction Center are available on the World Wide Web. 
The products are commonly used by local National Weather Service offices, emergency 
managers, TV and radio meteorologists, private weather forecasting companies, the aviation 
industry, storm spotters, agriculture, educational institutions and many other groups. 
 
 
FEMA Modification of Disaster Aid Rules Stuns Public Entities 
 
Public entities susceptible to property damage in successive disasters of the same type no 
longer can count on federal aid to routinely cover their uninsured losses, following a policy 
adjustment at the Federal Emergency Management Agency [39]. 
 
Under FEMA’s modified approach, public entities without adequate insurance after 
sustaining losses in a national disaster face losing federal aid altogether in some cases and 
receiving assistance that would cover only a fraction of their uninsured damage in other 
instances. 
 
Municipalities, school districts, airports and other public entities located in areas that face a 
high risk of flooding, windstorms or earthquakes are affected most by the development at 
FEMA, because they cannot afford the high cost of coverage for those catastrophic perils, 
according to risk managers, brokers and regulators. 
 
FEMA, which distributes aid as provided by the Robert T. Stafford Disaster Relief and 
Emergency Response Act of 2000, began refining its financial assistance policy in a fact 
sheet it issued to applicants on June 4, 2007. But the agency rescinded that notice last August 
in the face of a firestorm of protest from public entities. 
 
 
Role of Transit in Emergency Evaluation 
 
The purpose of study on Role of Transit in Emergency Evaluation, which was requested by 
Congress and funded by the Federal Transit Administration (FTA) and the Transit 
Cooperative Research Program, was to evaluate the potential role of transit systems in 
accommodating the evacuation, egress, and ingress of people from or to critical locations in 
times of emergency [40]. Its focus is on transit systems serving the 38 largest urbanized areas 
in the United States - a proxy for those systems serving populations larger than 1 million. 
Transit is defined broadly to include bus and rail systems, paratransit and demand responsive 
transit, commuter and intercity rail, and ferries, whether publicly operated or privately 
contracted. Highways and their capacity are also considered because many transit systems 
provide only bus service and must share the highways with private vehicles in an emergency 
evacuation. The study was also focused on major incidents that could necessitate a partial to 
full evacuation of the central business district or other large portion of an urban area. Meeting 
the surge requirements and coordination demands of such incidents is likely to strain the 
capacity of any single jurisdiction or transit agency and exceed local resources. 
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Once this evaluation has been performed, the facility should have an accurate idea of its 
current condition. And then it is possible to go to step two which will be the gap analysis to 
determine critical assets and threats and prioritize which vulnerabilities should be addressed. 
An assessment checklist is present at the end of the handbook and should be helpful in 
identifying the current state of the facility. 

Step two: gap analysis: how do you compare with the model facility? 

The first step here is to determine which assets need to be protected including people, 
operations, sensitive information, or building infrastructure.  It is therefore necessary to 
understand and identify building infrastructure but also core functions and processes. 

Then threats have to be assessed, they include internal threats (for instance a disgruntled 
employee) and external threats (vandalism, terrorism). Information about the type of 
adversary, its tactics, potential attacks, motivation and capabilities turns out to be critical in 
order to provide an efficient response. Consulting with local police, the FBI and other special 
agencies is highly recommended. The handbook also provides two tools to determine the 
threat that a particular facility is facing. The first one is a worksheet available in the security 
handbook and named Design Base Threat (DBT). It will help identify potential adversaries, 
their capabilities, targets and finally the likelihood of such threat. The second tool that is 
proposed in this handbook is named Crime Prevention through Environmental Design 
(CPTED) and takes into consideration the links between the users of facilities and physical 
environment. The book presents also a series of websites (the list is available at the end of 
this synthesis) where you can find further information about sources of threat.  

Once threats have been assessed and critical assets identified, it is necessary to determine 
where those assets are vulnerable by conducting scenario-based assessments (what if and 
when scenarios). What would be the impact of potential threats? When an incident has 
occurred how would staff react, are they enough trained? An audit of the facility have to be 
performed and should include the assessment of all the information concerning the building 
such as room locations, access points, operating conditions, physical protection features and 
also safety consideration. Thus vulnerabilities such as poorly trained staff and the lack of 
access controls or redundancies will be assessed. Another important point to consider is the 
vulnerability of the facility to an incident in its nearby environment.  

Finally, the last step for this part is the prioritization process corresponding to a risk 
assessment. This process should take into considerations these parameters: the likelihood of 
an attack, the impact that will represent the loss of the asset and the vulnerability of the asset. 
Theses parameters are measured on a scale of low, medium and high. This handbook 
provides critical asset worksheets, facility vulnerability assessment worksheet and scenario 
assessment worksheet in order to facilitate these assessments.  

Step three: Gap closure 
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Step four: Strategic Plan 
 
Now, the next step is to observe an overall approach of the security problem by preparing a 
comprehensive integrated security strategic plan in both long and short run. This strategic 
plan that presents in particular a “road map” will permit to get the approval of management 
staff. An impact and cost analysis should be included in the plan for each recommendation. 
The plan should include actually a mission statement, a vision statement, a budget, a timeline, 
a measure of success, organizational values and cost benefit analysis for each 
recommendation. It should present which critical issues have been identified and also which 
areas reserve the biggest emphasis. Finally, the plan should integrate a multi year vision.  
 
Moreover it should be ensured that the solutions proposed are sustainable, flexible, 
upgradeable, adaptable, and compatible with the existing infrastructure, integrated to the 
whole system. Potential externalities of solutions such as a negative impact on the 
environment should be also taken into consideration. And finally, obviously, they should fall 
into budget and be legal.  
 
 
Step five: Implementation  
 
The last step of the IPS planning concerns its actual implementation. This refers to the actual 
project execution with defined start and end date. It is especially the phase when contracts 
with vendors are brought to fruition and other stakeholders are involved. Policy procedures 
have to be reviewed at this point. Criteria to measure the performance of the project are also 
defined: is the project sticking to timeline and reaching the goals? Finally, in order to 
continuously improve the security system of the facility, weaknesses and vulnerabilities that 
persisted or that appeared should be identified. 
 
 
Conclusion of physical Security Planning 
 
The IPS planning relies on a five-step process that permits to bring an integrated solution to 
the increasing level of terrorist threat. After analyzing the current situation, the vulnerabilities, 
the threats and the risks facing a critical asset, a strategic plan that integrates all the relevant 
recommendations presented in the handbook should be implemented in an integrated way. 
 
 
Addressing Risk from Putting Physical Security System on Corporate Network 
 
Increasingly, as a means of reducing costs, increasing efficiencies or making better use of 
technology investments, organizations are integrating physical security devices for access 
control, monitoring and process control into the IT infrastructure. This collision of 2 different 
technology worlds does not always come together easily, and conflicts would be created, 
possibly resulting in a security breach involving the IT systems, the security systems or both. 
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For example, in 2003, Cisco’s physical security group lost the majority of its global video 
surveillance capability due to the Nimda virus infecting the security department’s newly 
deployed Digital Video Recorders. This is an example of putting physical security systems 
onto IT network in order to get the maximum benefit out of IT resources. However, due to 
insufficient collaboration between the physical security and IT departments, the physical 
security devices actually opened up vulnerability in the network. 
 
Nevertheless, there is tremendous business value in IT collaborating with physical security, 
so that implementing proper mitigation measures can minimize the risks to the organization. 
 
To ensure a smooth and successful transition of physical security technology onto the 
corporate network, there are several key factors that must be addressed. 
 
First, physical security personnel are usually unfamiliar with most of the IT topics that may 
apply to their systems, while IT personnel are used to IT terminology and concepts. There 
may be difficulties arisen when the 2 groups of people are having conversation. Thus there is 
a need to have at least one physical team member to be trained IT-savvy. 
 
Second, physical security systems, when can bring non-security benefits to the organization 
incorporating into the corporate network. For example, physical access control systems can 
be used to provide payroll time and attendance records, and security video technology can 
help retail marketing analysis, employee training and manufacturing quality control etc. 
These would definitely gain support and resources from non-security stakeholders for 
deploying the physical security systems. So there is a need to be attentive for opportunities to 
apply physical security technology for business purposes, to increase the value of IT services 
to the business. 
 
Third, the issue of putting physical security systems onto corporate network is often now to 
both the physical security and IT domains. There is often a lack of clarity about who should 
be doing what. So there is a need to educate personnel in both departments on the processes 
of deploying the systems, and to establish a cross-functional team with roles and 
responsibilities assigned appropriately for each group’s team member. 
 
Forth, there is a need to identify what is involved in the initial migration phase and the 
management and maintenance phase, and ensure that these phases are incorporated into the 
physical security technology planning, to avoid the problem of out of sync between IT and 
physical security departments on the technology deployment. 
 
Besides, there are twelve measures that provide effective ways to address the physical 
security technology risks to the corporate network and the systems connected to it. 
 
First, computer and network security are required, since Internet connections raise the threat 
level very high for unprotected systems and devices, and many security industry vendors 
have not adequately considered security in the design. 
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Second, all networked systems and devices are required to meet IT standards, and never 
accept devices that only support the old standards. 
 
Third, there is a need to direct or assist in the network design and planning, which means to 
get involved in the design process early, to capture accurate network requirements, to request 
written documents for network design etc. 
 
Forth, technology lifecycle planning should be collaborated, and IT can help the physical 
security department adopt technology lifecycle planning for that physical security systems to 
the benefit of both departments. 
 
Fifth, technology evaluation for the software and hardware IT elements of the security 
systems should be provided. So there is a need to have an IT savvy person on the evaluation 
team of the physical security department project team, especially for the performance of the 
due diligence checks with other customers. 
 
Sixth, the systems deployment should be planned or helped planned by both the physical 
security and IT departments. The reason is that most large physical security department 
technology projects run significantly over schedule, and for the majority of projects the issue 
is project planning and execution. 
 
Seventh, it is required to have the written planning and execution of a complete acceptance 
test plan. 
 
Eighth, it is to be ensured that system design and deployment meets corporate privacy and 
data security compliance requirements. 
 
Ninth, systems maintenance should be provided under an IT department service level 
agreement (SLA). 
 
Tenth, authorization, accountability and auditability controls should be implemented. 
 
Eleventh, unified security initiatives should be supported, such as role based access control 
and the use of a single security smart card for both physical and logical security. 
 
Twelfth, the physical security systems should be treated as other corporate critical data 
systems are treated, such as scheduling automated backup and including the systems in the 
corporate business continuity and disaster recovery planning etc. 
 
In conclusion, there is tremendous value added to the business when IT departments support 
their physical security departments in moving the IP-enabled physical systems onto the 
corporate network. With sound strategies and an understanding of the challenges involved, 
that migration can proceed smoothly with significant benefits to both departments. 
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6.6.1.17 Video Surveillance System 
 
Video surveillance systems has become more popular especially the prevalent IP-based 
remote digital video surveillance system. It is currently used for infrastructure monitoring, 
facility surveillance, traffic congestion monitoring, traffic count and speed sensing. 
 
This section describes the value of video surveillance system, the digital surveillance system, 
and video surveillance and access management systems. 
 

6.6.1.17.1 Value of Video Surveillance System 
 
When evaluating new products and services, the discussion invariably turns to Return on 
Investment, a dollars-and-cents appraisal of how these offerings can help an organization 
perform its primary functions. But, when it comes to solutions for securing government 
facilities, public utilities and transportation networks, the discussion is less about return on 
investment than on minimizing investment. 
  
Security solutions are often perceived as a financial burden, rather than a fiscal opportunity -- 
an essential cost, but not an enterprise asset. Coupled with budgetary constraints, this limited 
perception can fuel reluctance to deploy much needed solutions and prevent organizations 
from realizing the full value of their existing security technology investments. 
 
As with every other enterprise solution, the assessment of security solution ROI should focus 
on three key areas: the core functionality that the solution offers; cost of ownership and 
operation; and benefits to the organization as a whole. 
 
Cost of Ownership and Operation 
 
According to industry analysts, in 2004, government and transportation organizations 
accounted for more of the nearly $91 million in North American video surveillance system 
revenues than any other market segment. Clearly, expenditures of this scope demand not just 
excellent performance and optimum cost, but also the enterprise value. 
 
This is not to minimize the significance of low cost of ownership and operation. A digital 
video surveillance solution built on open, industry standards will enable you to leverage your 
legacy video equipment, rather than require a total overhaul of your video operations. It can 
transport and access images using the IT network you already have in place, rather than 
require a separate video communications network to be built and maintained. 
 
An intelligent, standards-based video solution will integrate more readily with your cameras 
and physical security systems, for less costly deployment, easy expansion and richer 
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intelligence. And it will enable your organization to efficiently secure large, geographically 
dispersed operations and infrastructure, automatically retaining critical images and detecting 
malfunctioning equipment so that the images needed are always available. 
 
In short, the right video security system can be a strategic and cost-effective component of 
your comprehensive security program. But, cost optimization is only part of the ROI 
equation. Let’s look at how intelligent video technologies can also provide strategic value 
throughout your organization. 
 
 
Extended Enterprise Impact on Productivity and Performance 
 
As we have seen, the convergence of video and information technologies enables more 
efficient video distribution, viewing and storage, reducing your system’s cost of ownership 
and operation. This same convergence has enabled the development of sophisticated analytic 
capabilities, which can be applied against video and operational data to help your 
organization optimize workforce performance, reduce risk and loss and more effectively 
address the needs of its customers or constituencies. Extending these benefits to departments 
throughout the organization can transform your video security system into an enterprise asset 
and even a shareable cost. 
 
 
Increasing Operational Efficiency and Optimizing Workforce 
 
Video systems with advanced analytic capabilities (such as people counting, queue fullness 
and traffic flow analysis) can dramatically boost your organization’s operational efficiency, 
especially when integrated with access control, time-and-attendance and other business 
systems. 
 
These video systems can assess the flow of people through buildings and outside areas, 
facilitating long-term planning and alerting appropriate personnel to situations that require 
rerouting of traffic or other action. 
 
The systems can quantify the number of visitors and passengers in airport baggage areas, on 
ticket lines or on train and bus platforms, so staff can be effectively allocated and rapidly 
dispatched when needed. 
 
Analytics-powered video security systems can determine when an excessive number of 
uniformed employees congregate in a single area, so managers can address staff productivity 
issues. These systems can provide video footage of important situations for training 
employees and reinforcing best practices. And they can help organizations understand the 
volume of visitors and passengers at different times of day or year, so staffing, building and 
transportation schedules can be tuned to accommodate demand. 
 
The operational efficiencies and improved quality of service, plus the worker and 
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visitor/customer satisfaction they engender, can generate tangible financial benefits to your 
organization. 
 
Reducing Risk and Diminishing Loss 
 

Advanced video analytic technologies available today can dramatically reduce sources of 
liability, risk and loss. 
 
To illustrate the potential benefits, let’s look at the financial burden that slip-and-fall 
accidents place on organizations. The National Safety Council has found that slips, trips and 
falls are responsible for 15 percent of the 3.8 million disabling workplace injuries that occur 
every year and 12-15 percent of all worker compensation costs. These 570,000 disabling, on-
the job accidents carry a direct cost of nearly $28,000 per injury. Then, add the cost of visitor 
or passenger slip-and-fall injuries, which may result in medical claims, litigation and loss of 
future business. 
 
Surely, a video security solution that reduces the occurrence and cost of these accidents can 
provide significant financial gains to almost any organization. For example: 

Video systems armed with obstacle and fallen object detection capabilities can issue real-
time alerts when spills occur or when objects fall on the floor or block aisles. Staff can be 
rapidly dispatched to remove the obstacle or clean up the spill before a slip-and-fall can 
occur. 
 
Video slip-and-fall analytic technologies can automatically detect when a person falls on the 
floor, alerting appropriate staff for rapid emergency response and providing corroborative 
video for addressing factual claims and refuting false ones. 

Slip-and-fall reduction, response and claims management represent just one area in which 
video analytic technologies can help your organization mitigate risk and reduce loss. There 
are many other areas where these technologies can have a significant impact on your 
organization’s bottom line. 
 
Summary of Video Surveillance System 
 
The video security solution can deliver significant ROI that extends beyond traditional 
considerations of cost of ownership and operation. An intelligent, standards-based video 
management platform that harnesses sophisticated analytic capabilities available today can 
help your organization increase operational efficiency and enhance business performance, 
while it secures critical infrastructure, property and lives. 
 

6.6.1.17.2 Digital Video Surveillance 
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